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Safety Advisory: Fraudulent Mexican Licencias Federal
Conductor (LFCs) and Licencias Federal Digitales de Conductor
(LFDs).

Issue:

The Federal Motor Carrier Safety Administration (FMCSA) of the U.S. Department of
Transportation (USDOT) is issuing this safety advisory as a notification to all North
American Standard (NAS) Part A and B Certified Inspectors and State and Local law
enforcement agencies.

FMCSA has been made aware of fraudulent Mexican Licencias Federal de
Conductor (LFCs) and Licencias Federal Digitales de Conductor (LFDs) being
utilized by suspected unqualified drivers to operate commercial motor vehicles
(CMV). These LFCs and LFDs have been obtained through social media websites
or provided to the drivers by employers. Some websites also provide fraudulent
biennial updates for Medical Cards.

If these fake documents are found during an inspection, investigation or audit,
attempts should be made to identify the source of the fraudulent LFC or LFD.
Appropriate enforcement actions should be taken on violations in accordance with
your agency policies, laws or regulations.

Applicable Federal Motor Carrier Safety Regulations (FMCSRS)

Inspectors are reminded that there are specific rules in the FMCSRs that pertain to a
driver’s authority and ability to drive a CMV. Should a driver holding a falsified LFC or
LFD be discovered during an inspection, investigation or audit, the driver should be cited
under 49 CFR § 383.23(a)(2) and, when in operation, placed out-of-service (OOS) in
accordance with the Commercial Vehicle Safety Alliance’s (CVSA) North American
Standard (NAS) OOS Ciiteria, Part | Drivers, Section 3.a.1.

Note: If the LFC or LFD is fraudulent, under 49 CFR 8 390.35, the driver's Medical
Certificate under 49 CFR § 391.41(a) may also be false. If so, the driver should also be
cited under 49 CFR § 390.35 and, when in operation, placed OOS in accordance with the
CVSA NAS OOS Criteria, Part | Drivers, Section 4.b.5.

Verification of Mexican LFCs and LFDs: If you encounter a fraudulent Mexican LFC or
LFD, the front of the license may appear to be normal and display the photo of the driver,
Clave Unica de Registro de Poblacion (Unique Population Registry Code), Date of
Issuance, Date of Expiration, and Initial licensing date. However, below are examples of
anomalies with the fraudulent LFCs and LFDs.
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Verification of the LFC: FMCSA suggests that Inspectors and State and local law
enforcement partners be aware of the following:
e The license number will not validate through the Commercial Driver License
Information System (CDLIS) or NLETS.
e Legitimate MX LFCs are valid for 4 years, with Category E (HAZMAT) licenses
being valid for 2 years. In some incidences, the fraudulent licenses are showing
the license being valid for longer periods of time. Following are 2examples:

e The primary indicator of a fraudulent license will be found on the back of the
license. The license will list a fraudulent website to validate the license number
and the medical certificate number in the area marked “Folio”. Some of the
fraudulent websites will verify the license by mimicking the official Mexican SCT
website.

Page 2 of 5



€ FMCSA

Fedorol Motor Comior Sofety Adminsirotion

e The following is a list of some of the fraudulent websites discovered:
https://federales.validacionoficial.com
https://federales.validacionoficial.com/inicio/autotransporte-federal/tramites-y-servicios
www.consultalicsct.com
https://federales.licenscias-digitales.com
http://sct.transportesmex.com
https://app-sct.com
https://licenscias-sct.org.mx/dgaf/

e The official Mexican Government websites to verify validity are:
http://app.sct.gob.mx/Consultalnfracciones/detalleLicFederal.do
http://app.sct.gob.mx/ConsultaExamen/hismed.jsp

Verification of the Licencia Federal Digital (LFD):
e The new LFD has also been compromised. The LFD has a QR Code that can be
scanned by any smartphone or QR Code Reader. The following is an example of
a VALID LFD if you scan the QR Code:

Eﬂndos Umdos Mexicanos

() COMUNICACIONES

Direccién Oenenl de Auwunnspone Federal
CONSTANCIA DE EXPEDICION DE LICENCIA FEDERAL DIGITAL DE CONDUCTOR

anTe cruz Fecha y hora de expedicion:
. 14052021 10:31:00
Vigencia de la Licencia:
14052021 - 14052025
Antigiedad:
01112018
» Categoria
HE- . ) by
3>, Nimero Expediente Médico
sass?
Firma del titular Tipe:
) CARGA
Lentes: NO
, ESTA LICENCIA TIENE
Diabetes NO RECONQCIMIENTO EN EUA Y
Hipertension: NO CANADA.
E5ts icencia podri renovarse
o partic de 14042025
PEDRO INFANTE CRUZ
PRESENTE Ciudad de México, a 18 de mayo de 2021
12 pramute mmm*w*mnFMMﬁcm«nmwhS« utachs de Comuricaciones.y Teansportesa
wes e ka Die ulos: S, 36 y 60 de la Ley de

. 91,9295 93-A y et o
de la licencia federal de

., 351 COMO os requisitos para su obtencion, y ef Acuerdo por el que se
de Ia Licencia Federal Digital en los diversos modos de transporte de la

a
Sectetaria de Comunicaciones y Transportes.

Nuestro cbjethes e que ef uso y adopcidn de s icencle Federal Dighal de Conductor mmmm-w‘x\oww impulse el
desarrolio de habilidades y c pxxd)des digitales, Yma(lendo e los conductores de vehiculos que prestan servict totransporte
federal, transporte privado y sus servicios auxiliares logres p'ovecham ento eficiente de las tecnologias y Mrum entas di igitales,
incorporindase a s cuarta TovhIKion Inckistral,por 10 QU 18 presents constancia tendra una vigencia de treinta dias naturales contados a
partir de su expedicion.

nnnnnnnnnn

**Note this area of the document
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e The following is an example of a fraudulent LFD if you scan the QR Code:

Estados Unidos Mexicanos
Secretaria de Comunicaciones y Transportes

N COMUNICACIONES Direccion General de Autotransporte Federal

"CONSTANCIA DFE EXPEDICION DF | TCENCTA FEDERAL DIGITAL DF CONDUCTOR

LEMUEL CERECEDO HERNANDEZ Fecha y hora de expedicion:
15-12-2021 09:11:17

Namero de Licencia:

LFD027374501 Vigencia de la Licencia:
15-12-2021 - 15-12-2025

CURP:

CEHL890415HHGRRMO2 Antiglicdad:

23-10-2018
Nacionahidad:
MEXICO Categoria:
AB

Numero Expediente Meédico
2741202 Tipo:
A) PASAJE Y TURISMO B) 2 A 3 £XS

Lentes: NO

Diabetes: NO VALIDA SOLO PARA CIRCULAR EN LA
REPUBLICA MEXICANA.ESTADOS
< INIDOS Y CANADA
Hipertension: NO

Esta hcenci. varse
b i e

The final paragraph of information titled “Tramite Con Costo” does not have the correct
websites for verification.

TRAMITE CON COSTO

Los Datos Personales recadados, wmmytnmmuunamwahmmsmuuf ducir, comoe de
3poyo en B funcidn de  Secretaria de y Transpo , & través de la Direccidn General de Autotransporte Federal. Dtmmuoomumamn
nosummdsumhmuluuuwwuhw Acceso 2 la Informacién PUbDIKa y Proteccién ce Datos Personales
(hetp://persona. fal.org. mx/persona/welcome.do). La transferencia de s Datos Personales y ol ejerckio de los derechos de acceso, rectificacidn, cancelacién y oposicidn,
mmmm.uwm‘:amuma ks en Po &n de bos Su) Obligados y demés normatividad apiicadle. Para ver i versidn

There is crowding at the bottom of the page between the last paragraph and the banner
at the bottom of the page. (Source: CVSA Inspection Bulletin 2021-04)
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e If you have the Official Mexican SCT app on your smartphone, this message
should display after scanning a fraudulent QR Code:

COMUNICACIONES

LFD

El codigo QR escaneado, no es
compatible con una Licencia
Federal Digital

OK

For instructions on downloading the SCT app, refer to CVSA Inspection Bulletin 2021-
04.

For questions or concerns specific to this alert, please contact the Hazardous Materials

Division Special Investigations Unit at (202) 695-0890 or by email at:
manny.marquez@dot.gov.
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